InCommon SSL Chain

Comodo AddTrust External CA: InCommon Intermediate Server CA: Subscriber SSL Certificates 

InCommon Server CA
Version: V3 cert required 
Serial Number: unique integer (relative to issuer) 
Signature Algorithm: sha1WithRSAEncryption 
Validity: 10 years (min 8 years = 3 years of program + 5 years to issue user certs on last day) 
Issuer: C=SE, O=AddTrust AB, OU=AddTrust External TTP Network, CN=AddTrust External CA Root 
Subject: C=US, O=Internet2, OU=InCommon, CN=InCommon Server CA 
Public Key: 2048-bit  
basicConstraints (critical): ca:true  pathLenConstraint:0 
keyUsage: (critical) keyCertSign (2.5.29.15.5), cRLSign (2.5.29.15.6) 
cRLDistributionPoints (non-critical):      

    URI:http://crl.usertrust.com/AddTrustExternalCARoot.crl
certificatePolicies (non-critical): 
    policyID: anyPolicy (2.5.29.32.0) 
authorityInfoAccess (non-critical): 
    CA Issuer – URI: http://crt.usertrust.com/AddTrustExternalCARoot.p7c 
    OCSP - URI: http://ocsp.usertrust.com 
authorityKeyIdentifier (non-critical): keyID: keyid:AD:BD:98:7A:34:B4:26:F7:FA:C4:26:54:EF:03:BD:E0:24:CB:54:1A 

 
subjectKeyIdentifier (non-critical): keyID: CE:A6:57:E6:EE:BF:47:3D:12:76:4E:02:88:92:6F:43:BA:DD:C0:F2 

InCommon SSL/TLS Certificates
Version: V3 certs required 
Serial Number: unique integer (relative to issuer) 
Signature Algorithm: sha1WithRSAEncryption / optional: sha256WithRSAEncryption (to follow)
Validity: 1 / 2 / 3 years 
Issuer: C=US, O=Internet2, OU=InCommon, CN=InCommon Server CA 
Subject: 
    C required 
    ST optional 
    L optional 
    O required (campus defined, InCommon approved)
    OU optional 
    CN required (dNSName, wildcard is supported, private/local names are supported) 
Public Key: 2048-bit min 
basicConstraints (critical): ca:false (no pathLenConstraint) 
keyUsage: (critical) digitalSignature (2.5.29.15.0), keyEncipherment (2.5.29.15.2) 
extendedKeyUsage (non-critical): id-kp-serverAuth (1.3.6.1.5.5.7.3.1), id-kp-clientAuth (1.3.6.1.5.5.7.3.2) 
subjectAltName (non-critical): required, dNSName (min 1, max 100 names) or private/local names / optional rfc822Name (email for admin – must be validated if included) 
cRLDistributionPoints (non-critical): URI:http://crl.incommon.org/InCommonServerCA.crl
certificatePolicies (non-critical): 
    policyID: id-pki-InCommon-SSL (1.3.6.1.4.1.5923.1.4.3.1.1) 
    cpsURI: https://www.incommon.org/cert/repository/cps_ssl.pdf
authorityInfoAccess (non-critical): 
    CA Issuer – URI: http://cert.incommon.org/InCommonServerCA.crt
    OCSP - URI: http://ocsp.incommon.org 
authorityKeyIdentifier (non-critical): keyID: CE:A6:57:E6:EE:BF:47:3D:12:76:4E:02:88:92:6F:43:BA:DD:C0:F2  
subjectKeyIdentifier (non-critical): keyID:... 
